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The Project



In-House Development and Maintenance 
• e-Registry has been available on our website since 2015.
• Our plan to develop and implement e-Apostille, update the e-registry, and 

adopt a single certificate began in Jan 2023, beginning with extensive 
research.

• Office of Business Services team worked together with our in-house 
Information Technology team to design the program within our own 
integrated desktop environment.

• Consulted with outside entities for best practices during different phases of 
development including the Hague Permanent Bureau, the US Department 
of State, the United Kingdom Competent Authority, Montana SoS, and 
various Digital Certificate Authorities.

• Fully implemented e-Apostille program in May 2024.
• Any system errors or oddities are addressed and resolved quickly by in-

house IT development team.



The Process



Overview
• The requestor must first upload a properly-executed document in PDF format through 

our website. An email is generated confirming submission.

• The PDF is then manually reviewed by staff for signature comparison and, if accepted for 
certification, an e-Apostille is applied and the PDF is returned to the requestor and any 
designated recipients by email.
• The allonge is merged into the underlying PDF as the first page, any pre-existing 

digital certificates are removed to avoid possible confusion, and then the file is 
locked.

• The PDF is electronically signed with our official AATL (Adobe Approved Trust List)-
recognized root digital certificate from SSL.com. 

• The PDF will identify the SOS electronic signature and display “signed and all 
signatures valid” at the top in any PDF reader upon opening and visual inspection.

• The statutory fee of $5 is paid electronically (our cost per transaction is still below $5).

• If the document is not acceptable for apostillization, the requestor will receive an email 
notification outlining the deficiency.

• In most cases, e-Apostille requests are processed the same day they are received.



Digital Certificates

• Often legally-required by state law statutes and regulations—especially for 
apostillizing online notarial acts with respect to electronic records.

• Not strictly required by Apostille Convention but receiving competent 
authorities may expect to see them.

• Can be confusing to examine, inconsistent in their display, expensive and, 
therefore, a possible barrier to implementing e-Apostille. Three types:
• “self-signed” digital certificates (not authenticated with ID but can be easily 

confused) 
• 3rd party web-based digital certificates (authenticated with ID but still confusing and 

inconsistent)
• hardware-based AATL-recognized root certificate (authenticated with ID but not 

always reliable, somewhat useful as an authentication but at what cost?) 

• With an e-Register incorporating a MD5 file comparison on a .gov URL, is a 
digital certificate necessary for competent authorities?



Sample 



sample





Preview File



Issuance of e-Apostille



QUESTIONS?





In-House Apostille Wizard



Preview File



QUESTIONS?



QUESTIONS?



Sample 



Outside the Box 
Language



e-Registry



Additional Security Measure for 
Verification of an e-Apostille

• Apostilles and authentications issued by our office may be verified on 
our website by clicking on the hyperlink in the language below the 
box.

• e-apostilles may be further validated simply by dragging and dropping 
the PDF attachment directly from the email to the file upload prompt.

• An MD5 algorithm performs a hash comparison of the uploaded file 
to the document that was apostillized.

• The validation tool will indicate if the document has been tampered 
with in any way since being apostillized.









Future of e-Apostilles and Electronic 
Records

• Issuance and possession of an electronic record that can be saved to a 
hard drive or the cloud is more efficient (as long as internet 
connection is available), reliable, secure, and portable than a paper 
apostille that can be lost or damaged.
• Can facilitate carrying out not only personal matters such as adoption, 

marriage, or death abroad, but also international business transactions and 
translation transcripts.

• State agencies may consider issuing electronic certified copies and 
state officials should consider maintaining their electronic signatures 
on file with the Secretary of State to facilitate the issuance of e-
apostilles for state-issued documents and certificates of vital records.



Thank You!

Please feel free to contact us directly with additional questions, 
concerns, or suggestions.  

Johnna Ballinger - Administrative Section Supervisor

johnna.ballinger@ky.gov or sosapostilles@ky.gov 

(502) 782-7442

Michael Wilson – Executive Director of Business Services 

   Deputy General Counsel

michael.wilson@ky.gov

(502) 782-7422
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